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OVERVIEW

CEFMS ACCESS REQUEST

This document addresses the procedures used to request access to a Corps of
Engineers Financial Management System (CEFMS) site and to make modifications to a
current user’'s access. These two scenarios are addressed on the pages that follow.

Reference Appendix A for a diagram of the CEFMS Access Request Life Cycle.

SECTION 1. ADD AND CHANGE CEFMS ACCESS TO A REMOTE SITE

CEFMS logon access to a site is initiated via the Website. If the site grants
logon access, a skeleton record is inserted in Access Control. Reference the Access

Control Maintenance Screens (10.1, 10.1.1, 10.1.2, and 10.1.3) that follow.

[=3v2.1.57 Access Control Maintenance Screen 10.1

Action

Edit Block FEield

Record

Hame:

Title:
Organization:
Office Symbol:

Address:

203

1D Ho: piisk:iet=ic

Userid:

Query EZIG Help

SOPMFSCGHM

Access Expiration Date: ]

[zHARRON

[[ropoECaT

CORp

| Emp Type: E

MzOo0000

|[swvoo ExEcUTIVE OFFICE

1114 COMMERCE STREET

User Status:

Orig PREC:

Apprv PREC:

Cert PREC:

Eng 93 C.O.R. Appru:
Eng 93 P.M. Appru:
Finan Appru:

Tech Appru:

Accpt Cust Ord:

City: [DALLAS

State: [T |[TExas Zip Code: |75z4z-0z16 Supenisor:
Country: [Us |[UNITED sTaTES s
— Telephane Timekeeper:
Commerical: Avtoworn Cost Transfer:
FTS: FAX: Fund Owrd:
Period Control:

Prev Page I Prew ! Hext I Query ! List I Sawe ! E':nt_!

I |

[

Hext Pan_tz__!

Enter unigque user ide_ntiﬂc_ation. F4 fo_r list.

ERecord: 141

1-1




Select <Next Page>.

[E5v2.1.57 Access Control Maintenance Screen 10.1.1 =] E3

Action Edit Block Field Record GQuery ESIG  Help
ID Ho: Userid: [zopMFscn |  Mame: [roroECcAT

Receipt Woucher Auditor:
Receipt Voucher Certifier: | |
Disbursing/Deputy Disbursing Officer: Process Receipt Voucher:

LI L

Intra Corps Transfer Authority: | | Labor Distribution Authority: | |
Agency Rate Authority: Gowernment Order Acceptor:

Organization Rate Authority:
Trawvel Requesting Offick
Trawvel Approving Official:

Ohligation Approver:
Inveoice Creator:
PR Authorized Assigner:

|

|

Travel Authenticating Official: : Fundling Creator:
Travw Voucher/L.D. Phone Reviewer Auth: : Job Order Funding Creator: i
Release of Claims Authority: : Generate Plant Rental Billings: [ ]
General Ledger Journal Awuthority: il Generate Inventory Billings: i

Authorized Property Officer:

Processing Long Term Revenue:

Generate Facility Billings:
Resource Plans/Estimates Approwver: | |

Prev Page I Prev ! Hext ! Query ! List ! Save ! Exit ! Hext Pane !
[Enter %" ifthe useris a DISBURSING OFFICER or a DEFPUTY DISBURSING OFFICER.
Record: 11 Jlig | | | l

Select <Next Page>.

[23v2.1.57 Access Control Maintenance Screen 10. =] E3

Action Edit Block Field Record GQuery ESIG  Help

ID Ho: [Mopnszo0a Userid: [zopMFscn |  Mame: [ropoECAT

Vendor Approwval Authority: :
Warehouse Stock Record Authority: [ District Security Officer: z
Adjust Warehouse Inventory: ] Asset Manager Authority: :
Approve Adjust Warehouse Inventory: | | Report Access Level: E
Warehouse Burden Rate Awuthority: : Report View Level: E
Shop/Facility Rate Authority: | | Report Submission Ind: | |
Plant Rental Rate Authority: | | Travel Advance Auth Ind: | |
Smartcard Request Apprv: | | PCS Travel Authority: | |
Year End Closings Ind: : Travel Settlement Create Ind: :
Customer Order Rollovers: Travel Settlement Certify Ind: :
Process Trans By Others (TBO 's): : Certify Gow't Training Bills Auth: :
Training Officer Certification Authority: : Conmversion Authority: :
Certify Training TFO's Authority: : Commercial Transportation Auth: :
Ohligate Training Reqguest Authority: : Other Purchases Approwver Ind: :
Budget Approwval Authority: E Other Purchases Certifier Ind: :
Prev Page I Prew ! Hext ! Query ! List ! Sawve ! E'xrt__! Hext Page !
Enter ' to allow the u_s_eLto establish.l’_r‘nodify warehouse resource.

Record: 141 I I | I I
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Select <Next Page>.
.3 =1 3

av2.1.57 Access Control Maintenance Screen 10.
Action Edit Block Field Record GQuery ESIG  Help

ID Ho: [Mopnszo0a Userid: [zopMFscn |  Mame: [ropoECAT |

Other Purchases Obligator Incd:

SEA Cost Transfer Ind:

Accrual Authority: | | S&4 Memo Placement Auth Ind: | |
Budget Formulation Level: | | Muhti-Purpose Power Auth Ind: | |
Cost Share Control Ind: Income Trns Ind:

Cost Share Escrow/Loc Auth: : Funding Account Ind: | |
Cost Share Record Earnings Ind: | | Funding Account Cwerhead Ind:
Cost Share Record In-Kind Ind: Foreign Currency Revaluation Auth Incd:

Reorg Auth Ind:

Specific Expenditure Authority Ind:
Disbursing Scrty Admin Auth: Approp Exp Authority Reguest Ind:
Rewverse Accruals Auth: Approp Exp Authority Approwval Ind:

Asset Batch Ind: | | SEZA Transfer to UFC Ind:

Cuphboard Stock Transfer Ind: Electronic Funds Transfer Auth Ind:
Travelers Checks Auth Ind: Labor Certification Authority Ind:
Rew Gen Agreement Mail Code: S&A Process Authority:
EFT Prenote Certification:

Ledger Posting Auth:
S&A Obligation Auth:

Prev Page I Prew ! Hext l Query ! List l Sawve ! Exit ! Hext Page !
;"r" itthe user is author_i;_id to oblig_ate _other _purc:hase_s_(_SF445_, ElF'AS!_ gtc.}
Record: 141 Jiii | | | |

The user enters the requested CEFMS accesses in the CEFMS Access Request
and Approval Screen (10.16.5) that follows.

v2.1.1 CEFMS Access Regquest and Approval Screen 10.16.5 =] 3
Action Edit Block Field Record Query EZSIG  Help
Instructions I Hew Rea Seq I Access Control ! Role Maint |
Request Approval Request
ID Ho: FEEERIFh Code: [ | [1m_rrocrzss Req: [77 | Completed Action Applied
Hame: [RanDy | [rEELT | Il I{ |
Awvailable Access Access Requested Justification
ACCRUAL AUTH -~ ACCS MAINT CURRENT ROLE =
ACC_MATINT APPRYV ACC_MAINT_ MGE CURRENT ROLE
ADPPMS HANDERECEIPT ACPERS ATITH CURRENT ROLE
ADPMS_PEO AGENCY BATE AUTH CURRENT ACCESS
ADPMS_ DCS Request> i ASSET_MGR_AUTHORITY CURRENT ROLE
APPROP_EXP_AUTH APPEH EILLIMNG_ AUTH CURRENT ROLE
APPROP_EXP_AUTH ESTI| =i L= EUDGET APPROVAL CURRENT ACCESS
APPEV_WHSE_ADJ EUDGET FOPMULATION LEVEL = 5 ||CURRENT ACCESS
ASSET _EBATCH CEFMS_ USER CURRENT ROLE
ASSET _MGR CERT_GOV_TEMG_EILL CURRENT ACCESS
AUTH COLLECTOR Approval Remarks |CERT_TENG TFO_EILL CURRENT ACCESS
AUTH RECEIVER | | | [comTRacTING INTERFACE_auTH CURRENT ROLE ]
Complete l Cancel Rea ! Approve I Reiect l Apphy I Refuse |
Prew Pange I Prew ! Hext ! Query ! List ! Sawve ! E:ut_! flext-Page !
Click NEYW REGZ SEQ to start a Mew Reguest ar enter F2IF 2 to gquery up existing regquests
Record: 1/7 il 1 il | il
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11 CEFMS ACCESS REQUEST AND APPROVAL SCREEN

The CEFMS Access Request and Approval Screen (Screen 10.16.5) is used to
set both ACCESS_CONTROL indicators and to grant and revoke CEFMS Application
Roles.

Changes to CEFMS Access are applied by completing the following three steps:
1. Enter and complete requested changes to a user’s current CEFMS Access
2. Approve a completed CEFMS Access Request

3. Apply completed and approved CEFMS Request.

This process starts by generating a new request sequence. This CEFMS
Request Sequence is marked as COMPLETED by the requestor. After the request has
been completed, an approving official reviews the request and approves the request.

An applying official then applies the request. The approving official has the option to
reject the request and the applying official has the option to refuse to apply the request.

111 ENTERING A CEFMS ACCESS REQUEST

To generate a new request sequence, select the <New_Req_Seq> option. The current
CEFMS access will appear under the ‘Access Requested’ column of Screen 10.16.5.

1. To add new CEFMS ACCESS:
Highlight the desired CEFMS Access under the ‘Available Access’ column.
Select <Request>.

2. To remove (revoke) currently held CEFMS Access:
Highlight the desired CEFMS Access under the ‘Access Requested’ column.

Select <Revoke>.
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3. Continue to grant and revoke the CEFMS access desired. The user may <Save>
the request at any time to exit this screen before completing the request. Once the
access requested is correct, select <Complete>, then <Save>.

4. The user may cancel this request sequence at any time (before it is applied) by
selecting <Cancel Reg>.

1.1.2 APPROVING A COMPLETED CEFMS ACCESS REQUEST
The approving official must have the ACC_MAINT_MGR application role granted

to his user ID.

1. Query CEFMS Access Requests searching for the completed requests desired.

2. Review the list of requested CEFMS access under the ‘Access Requested’ column.
This column shows how the CEFMS access will appear after this request sequence
is applied.

3. Once the user is satisfied with the requests and justifications, select <Approve>. If
not satisfied with the request, the user has the option to reject the request by
selecting <Reject>.

4. Once the user has selected <Approve> or <Reject>, he will be asked to enter the
justification. This is optional when approving a request, but mandatory if rejecting a

request.

5. Select <Save> to commit the request approval.

1.1.3 APPLYING AN APPROVED CEFMS ACCESS REQUEST

The applying official must have the ACCS_MAINT application role granted to his
user ID. A user cannot serve as approver and applier.

1. Query CEFMS Access Requests searching for the approved request.

2. Review the list of requested CEFMS access under the ‘Access Requested’ column.

1-5



Once the user is satisfied with the requests and justifications, select <Apply>. If not
satisfied with the request, the user has the option to refuse to apply this request by
selecting <Refuse>.

If the user selects <Refuse>, he will be asked to enter the justification for refusing
this request. The requesting user will be notified by e-mail. The rejected request
can be modified to satisfy the concerns of the applier.

If the user selects <Apply>, the Access_Control Electronic Signature will be verified
and the request sequence marked to be applied.

Select <Save> to commit the access request.

Requested roles will be granted via the Roles Maintenance Screen (Screen 10.16)
as displayed below.

The request should now be applied and the sequence completed.

[E3v2. 1.5 Role Maintenance Screen 10.16 I =1 S
Action Edit Block Field Record GQuery ESIG  Help
" OF = Userid: ISDRHFSGH | User Status: E
Hame: ISHARRDN "HDRDECAI Acces= Expiration: !
Available Roles Gramted Roles
ACCS_ MAINT e ACPERS_AUTH Fe=
ACC_MAINT APPEWV CEFMS_USER
ACC_MAINT_ MGER DEV_TUSER
APPMS_HANDERECEIPT DISE_AUTH
APPMS_FPEO DM_RESOLVE_ESIG AUTH
ADDPMS_DCE TATE_AUTH
ASSET_MCGD
ASSET MGR_ AUTHORITY [ — < Revoke I Grant > i
AUTH_COLLECTOR
AUTH_RECEIVER
EILLING AUTH
CARD» APPE_AUTH
COMTRACTING INTERFA
CO_SHALRE
CREDIT_ CARD TISER = E
Prev Pane I Prev ! Hext I Query ! List I Save ! E:nt_! liextPage !
Enter unigue user identification. F4 for list.
Record: 111 [ I [ | |
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1.1.4 ACCESS REQUEST SUMMARY
The diagram below summarizes the user request for CEFMS access to a remote
site.
0 LJ\ — i'.'_ ot |
“ ACCESS_|
5-._("-'—"' I"fll - 10.1 TR 2 “‘: - 10.16.8
N =3 U=

6) User now has the requested
CEFMS access at the remote
site.

1) User uses the WEB site
to request initial logon
access to a remote site.

2) Remote site receives notice
that a user has requested
logon access. If granted,
skeleton record is inserted
into ACCESS_CONTROL.

I—||
r""“_":l"- 1E|.1E.5:_-
=711 |

5) Applier at the remote site
applies the request and
updates ACCESS_CONTROL
and grants the roles requested.

O -
f;[;h 10165 | o N

3) Initial user enters their
requested CEFMS access
using screen 10.16.5.

4) Approver at the remote
site reviews the request
and either APPROVES or
REJECTS the request. If the
request is rejected, the user
may modify their request to
satisfy the concerns of the
remote site.

The diagram below provides a summary of the process to request modifications to
current access at a site.

1)

User generates a new Request
Sequence Number by selecting the
New Reg. Seq. button on 10.16.5.
After the new request sequence has
been generated, the user modifies
their access by requesting new access
or revoking their current access.

2) Approver at the site either
APPROVES or REJECTS
the request. User is notified
of the decision via e-mail.

1-7

3) Applier at the site either
Applies or Refuses to
Apply the Approved
request. User is
notified by e-mail.



1.2 REQUEST STATUS CODE

The status of each requested access is displayed in the ‘Code’ field. Refer to the
table below for a list of valid status codes.

USER ACCESS REQUEST
REQUEST _STATUS CODE

CODE DESCRIPTION

<null> Request till in progress and is not completed

C Complete; user has completed their request

X Canceled; request sequence has been cancelled by the user
A Approved; Request sequence has been Approved by the site
R Regected; Request sequence has been Rejected by the site

P aPplied; Reguest sequence has been Completed by the user

and Approved and aPplied by the site. The access
request should now be in effect

RP Refused to aPply; Site has Refused to aPply the request sequence
XA Archived Approved; Request had been Approved but was canceled
XR Archived Regection; Request had been Rejected but was canceled

instead of being modified to resolve the rejection concerns

XP Archived Refusal to aPply; Request was approved but the site refused to apply the
request. The request sequence was then cancelled instead of being
modified to satisfy the refusal

1-8



SECTION 2.0 ACCESS CONTROL REQUEST MANAGEMENT SYSTEM
(ARMS)

1. The Access Control Request Management System (ARMS) is an internal
functionality of CEFMS and will be available 15 May 2002. This new functionality
provides an automated means to manage requests and approvals for access to your
CEFMS Application. This new functionality addresses AAA recommendations for
records management of access control. At this time the new functionality is optional
and the current access screens will be available. All users should become familiar
with the new procedures as the current screens will be obsolete in the future.

2. To utilize the system, sites will need to grant roles to the users delegated the
responsibility for approving and applying access requests. CEFMS users will make
their requests on-line and the users granted the responsibility through the role,
acc_maint_mgr, are then required to approve or reject the request. If the request is
approved, the final step is for the user granted the Accs_maint role to apply the
request. The Accs_maint role currently provides update/insert to the current access
control screens. With the new system, this role also allows a user granted the role
to apply a new request to your database. We recommend that you review users
currently assigned accs_maint role to ensure the appropriate users have this role.
Another new role, Remote_access_request_auth, will be implemented with ARMS
next week. This role should be granted to users with the responsibility for copying
employee records from a remote site through screen 10.181. The current grant role
screen, Role Maintenance 10.16, is available for granting these roles.

3. Current CEFMS users may use the system to request access to one, multiple or all
sites at once. When the approver approves the request, the request is
automatically pushed to the remote site(s). When a remote site receives a remote
request, the remote site has the option to approve/apply or rejects the request. A
record is maintained in the remote database of all requests received and any
additional action taken for the requests. Additionally a record is maintained on the
user's home database of changes made to their home access control record, which
approved and applied the changes and the dates the changes were done. This
feature is in response to the AAA finding that sites were not maintaining records of
changes made to access control records.
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4.

If a user requests access from multiple sites and one or more sites are not available
then the requests will be sent to the available sites and the system will continue to
send the remaining requests until all are successfully sent. Note, the timing required
to send requests for various situations like database availability should be
considered. Do not report lost requests until you have verified your system has not
been available for at least 30 minutes since the requests was sent and that the
request was approved at the remote site. Simply requesting remote access does
not send a request; it must be approved locally first.

The new 10.16.5 screen allows you to request, approve and apply permission
requests without needing to know which are roles or access indicators. Automatic
email notifications are sent utilizing the email addresses currently stored in CEFMS
for each stage of the process. New access records as of this date are set to expire
12 months from there apply date.

ARMS will contain on-line user instructions. These instructions may be reviewed
from the access request screen 10.16.5 by selecting the button near the top named
“instructions”. Copies input below. Users may also select the access control fields
within this form to review descriptions for the various access permissions. Simply
place the cursor on the access permission and double click the left mouse button.
The CEFMS User Manual will be on-line and available for review Friday, 10 May at
http://rmf31.usace.army.mil/cefmsdoc/
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E%Access Hequest Instructions and Information i

Action  Edit Block Ejeld Record Guerne ESIG Help

Intro to 10.16.5 w"{ Enter a Request ¥ Approve a Request % Apply A Request Y Remote R 4] 3

SCREEH 10.16.5 CEFMS ACCESS REQUEST AHD APPROVAL SCREEH

Thiz =screen is used to set ACCESS CONTROL indicators and
to grant and revoke CEFMS Application Roles.

Changes= to CEFMS Access are applied by completing the following three step=s:

1) EHTER and COMPLETE requested changes
to a users current CEFMS Access

2} APPROVE a Completed CEFMS Access Request
3} APPLY Completed and Approved CEFMS Request

Thi=s process starts by generating a Hew Bequest Sequence. This CEFMS
Request Sequence is marked as COMPLETED by the requestor. After the
request has been completed; an approving official reviews the request
and APPROVES the request. An apphying official then APPLIES the request.
The approving official has the option to REJECT the request and the
applyving official has the option to REFUSE to apply the request.
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E%Access Hequest Instructions and Information
Action  Edit Block Ejeld Record Guerne ESIG Help

P A

EHTERING A CEFMS ACCESS REQUEST

1} Generate a HEW REQUEST SEQUEHCE by clicking the
HEW_REQ SEQ button.

2} The current CEFMS access will appear under the
Access Requested column of screen 10.16.5.

3) To add new CEFMS Access:
A} Highlight the desired CEFMS Access under Available Access
B} Click on the REQUEST> button

4) To remove {revoke) currenthy held CEFMS Access:
A} Highlight the desired CEFMS Access under Access Requested
B} Click the <REVOHKE button

5) Continue to GRANT and REVOKE the CEFMS Acces=s desired.
You may <SAVE:- your request at anytime in case you need
to exit this screen before completing your CEFMS access request.

6) Once your Access Request is complete, click the COMPLETE button
and then click the <5AVYE> bartton.

7} You may cancel this Request Sequence at any time (before
it i= APPLIED) by clicking the Cancel Req button.
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E%Access Hequest Instructions and Information i

Action  Edit Block Ejeld Record Guerne ESIG Help

Introto 10.16.5 \{ Enter a Reguest }’/ Approve a Request w‘\f Apply A Request ‘\(“ Remote k 4] k

The APPROVING official MUST have the ACC_MAINT_MGR
CEFMS Application Role granted to their User 0.

1) Guery CEFMS Access Requests searching for COMPLETED
ACCESS requests sequences.

2) Review the list of requested CEFMS access under the
Access Requested column. This column shows how the CEFMS
access will appear after this request sequence is applied.

If this is a REMOTE request, click the the REMOTE SITES button
to review the remote CEFMS site(s) selected for this request.

3} Once you are satisfied with the requests and justifications
click on the APPROVE button. if you are HOT satisfied
with the request you have the option to reject the request
by clicking on the REJECT button.

4} Once you have clicked on the APPROVE or REJECT button,
you will be asked to enter your Justification. This
is optional when APPROVING a request but mandatory if
REJECTIHG a request.

5) Click the <SAVE> button to commit your Request Approval.
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E%Access Hequest Instructions and Information
Action  Edit Block Ejeld Record Guerne ESIG Help

P A

10.16.5 % Entera Request ¥ Approve a Request }’/ hipphy i Haquestgj“‘{ Remate Request 4] ¥

APPLYING AH APPROVED CEFMS ACCESS REQUEST

The APPLYING official MUST have the ACCS_MAINT
CEFMS Application Role granted to their U=ser 0.

1) Query CEFMS Access Requests searching for the APPROVED request.

2} Review the list of requested CEFMS access under the Access
Requested column.

3) Once you are satisfied with the requests and justifications
click on the APPLY button. If you are HOT =satisfied with the
request you have the option to refuse to apply this request by
clicking the REFUSE button.

4} If you click the REFUSE button you will be asked to enter your
Justification for REFUSING this request.

5) if you click the APPLY button your ACCESS COHTROL Electronic
signature will be verified and the request sequence will be
marked to be Applied.

6} Click the <SAVE:> button to commit and apply the Access Request.

T} The Reque=t should now be APPLIED and the Sequence completed.
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E%Access Request Instructions and Information
Action  Edit Block Ejeld Record Guerne ESIG Help

10165 % EnteraRequest ¥ Approve a Request % Apply & Reguest :‘/ Remaote Request 4] ¥

PULAVIW T S L VLT ML 0T LI

1) Generate a Hew Request Sequence; when prompted, respond by indicating
thiz iz a REMOTE reques=t. Thig new REMOTE sequence will HOT initially
contain any current acces=s (as it does for a LOCAL request).

You will have to enter your ENTIRE access request, instead of just your changes.

2} At some point before completing this Remote Request you MUST select the
remote CEFMS site(s) where you want this request activated. You enter the sites
by zelecting the REMOTE SITES button. ¥ou will be taken to a different
screen that lists all the CEFMS sites. You will then select the particular site(s)
where the acces= i needed or you can 2elect the ALL SITES button
{which will zelect all the CEFMS sites).

3} Mark the request as COMPLETED once you have entered all the desired access and
have entered all the remote CEFMS sites desired. After the request has been
COMPLETED the Approver at your HOME =ite will review the request and the selected
CEFMS =ite=. Once the request is approved the entire Request Sequence will be
copied to the remote CEFMS site or sites selected. You can return to the REMOTE SITES
gcreen at any time to check the status and see if the request has been sent to the site.

4} After the Request Sequence is copied to the remote =ites, the remote site will
review the CEFMS access request. The remote site will then either apply the request
as entered or REFUSE to apply the request.

You =hould receive email notifying you of their action.

__Fuit

7. Overview of Access Control Requests Management System (ARMS) Steps:
You may access this screen through the smartscreen option of the CEFMS menu by

inputting the screen number 10.16.5 or you may access the screen through the data
manager pages.
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R2iv2. 1.2 CEFMS Access Reguest and Approval Screen 10.16.5 _ O] x|
Action Edit Block Field Record Query ESIG  Help

Instructions i Hew Req Seq ! Remote Sites i Access Cuntrul! Role Maint I Remote Emp !

Req: ﬂ:l Home FOA: Cl Request Type: I:l Remote ?: Ij Last Access Approval: I:l
n: [ | | | |

Request Status Completed Approved Approved By Applied Applied By

Available Access Access Requested Justification

Request> '

< Revoke i

Approval Remarks

Complete I Cancel Req I Approve I Reject I Apphy I Refuse I
PrevPane _l Preu I Hext | Query | List | Save I Exit I HERt BEage I
Record: 1/1 Ml i | =

a. The first step is to initiate or receive a new access request from a user. New
requestors must already have a valid USACE UPASS account and be granted
cefms_user to enter CEFMS and make a request.

1. If a user is a current employee on a remote site database their employee and access
control header record may be copied through 10.181. The employee may request a
remote access request at anytime but the acct_maint_mgr/approver from the user’s
home site must approve the remote request before it will be pushed to the remote site.
The employee header record must exist before the request may be applied at the
remote site. The user with remote_access_request_auth role at the remote site must
pull the employee record to their database utilizing screen 10.181.Then the acct_maint
may apply the request in screen 10.16.5 which will activate and complete this request.
Note: In most cases it's presumed the user with acct_maint role will also have
remote_access_request_auth role granted.

2. If the user is a new USACE employee they will need a UPASS account established
first by the UPASS administrator and the cefms_user role granted. Then their employee
record will be generated through the personnel
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interface as currently done. Acc_maint_user must create the header access record in
screen 10.1. Once the headers are created the user will be required to enter a detailed
access request in screen 10.16.5. and submit the request through the approval process.

3. If they are a new user and not an USACE employee (possibly a contractor
employee) they will need a UPASS account established first by the UPASS
Administrator and the cefms_user role granted. Then the acper_auth user will need to
create an employee header record in screen 10.224 and the acc_maint user will need to
create a header access record in screen 10.1 for this user request. Once the headers
are created the user will be required to enter a detailed request in screen 10.16.5. and
submit through the approval process.

b. A user granted the acc_maint_mgr role approves the request. The approver
electronically signs this record.

c. A user granted the accs_maint role allowing them to apply the approved request
applies the approved request to the database. The applying official signs this
record. Within this step the approved roles are actually granted and the approved
indicators are actually assigned to the requestor within the database. Itis
transparent to users within 10.16.5, the access request form, whether the requested
permission is a database role or an access control indicator.

7. Email is automatically sent to the requestor, approver and applying official during
each step of the process if they have an email address loaded into CEFMS. If no
address is loaded the system will function properly but no mail will be sent.
Currently the email addr is maintained in screen 10.131, Employee Travel
Information Screen.

8. The buttons named remote sites is new and links to the new screen 10.16.7,
CEFMS Remote Access Request Screen, see below. The buttons named access
control screen links to screen 10.1, access control; role maintenance links to screen
10.16 Role Maintenance Screen; remote employee links to screen 10.18.1 Remote
Employee Access Retrieval.

9. New Request Sequence is the button to initially select to input a new request.
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10. Request Types are:
c = request is completed by the user
a = request is approved by site
Ir = request is rejected by site
p = request is applied by site
X = request is canceled by user
rp = site refuses to apply request
xa = archived approved request
xr = archived rejected request
Xp = archived request site refused to apply

11. Remote? Button values are y = a remote site request; blank indicates a local
request.

12. The justification field must be entered when a user is requesting access. The
approved remarks field must be entered when a request is being rejected or refused.
Double click your left mouse button to expand and complete this field.

13. The complete button is clicked when the requestor is ready to commit their request.
Therefore the user clicks new request sequence and chooses the appropriate
access and when complete clicks the button indicating they are finished with this
request. The user must then choose save.

14. The cancel request button is used when a requestor wants to cancel their request.
This request can be canceled anytime before the request is applied. It can be
cancelled if it has been approved.

15.Remote Access: You must have a remote request record loaded on the screen
10.16.5, Access Request and Approval, to select the button named remote sites.
This button, remote sites, takes you to screen 10.16.7, Remote Access Request
Screen. When this screen appears you may choose add all to select all sites that
you wish to send a request for access to; you may remove or select one or more
sites; or you may remove all sites from your request. You must save your selection
to save the changes you selected before exiting this form.
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R2iv2. 1.1 CEFMS Remote Access Request Screen 10.16.7
Action Edit Block FEield Record Query ESIG  Help
H1e3 I NEELROS1S Home FOA: Status: IAPPRDUED
Hame: [panDy | [mEELT | Completed: m Approved: m
Available Site Selected Site Status
EO MISSISSIPPI VALLEY DIY & Add All - | E HUNTSVILLE ENGINEERING| [SENT F=
Ez NEW OBLEANS DISTRICT i MEMPHIS DISTRICT FEND'ING
Ex 3T. LOUIS DISTRICT [E7 | |CORPS EUROPE DIST SENT
E< VICKSEURG DISTRICT E PORTLAND LISTRICT FEND'ING
ES ROCE ISLAND DISTRICT 53 | |SEATTLE DISTRICT PENDING
Ec ST. PAUL DISTRICT Add > I E SO0UTH ATLANTIC DIVISION |ZENT
ED NORTH ATLANTIC DIVISI i WILMINGTON DISTRICT SENT
El EALTIMOFE DISTRICT o :
Ez WMASHINGTON AQUELTUCT —EBEEEEJ |
E3 NEW YORE DISTRICT :
E4 NORFOLE DISTRICT |
ES PHILADELPHIA DISTRICT :
E& NEW ENGLAND DISTRICT |
GO NORTH WESTEPN DIVISION :
G4 WALLA WALLA DISTRICT _:’ < Remove .ﬂlli || E
PrevPane I Preu I Hext | Query I st | Save Exit I HERt BEage I
L - -
Record; 11 T List of values | | |

16. As of this date, no reports have been developed for this new access request
functionality. However, below are the tables you may query to obtain the data your
site needs to maintain these records.

user_access_request - The initial request. This request and each consecutive
request are stored in the database by sequence number.

user_access_request_detail - Contains request details by request sequence
number.

user_access_request_site - For each remote request sequence number this
table identifies the request to the home database site and remote database sites.

access_control — The current approved/applied access record for each CEFMS user in
your database.
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17. Additional Business Rules:

- A user can not be an approver and an applying official

- A user can not approve or apply their access request.

- A user can not submit a new request (new sequence no) until previous request
(sequence no) for that user is canceled, approved and applied or rejected.

- A previous access control record that was not signed must be remac’d before a new
request can be approved.

- Users must have a valid ESIG card and login with their ESIG card to sign an
approval or apply access control record.

- Users must be granted the appropriate roles to approve or apply a request and to
copy remote employee records.

- You must create a header access control record for new users if their record is not
being copied in from a remote site.

- You must copy or create an employee record for user’s requesting remote access.

- The system will allow a user to request access for another user.

- Once any new records are created from this date the record will expire within 12
months and the user must submit a new request.
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CEFM S Access Request Life Cycle

CEFMS

(as of 07-Nov-2001)

User logs onto site with basic access granted to

request all the access desired at that site or logs
onto their home site to request a change to their
current access (request new access or to revoke
some particular current access).

If this is a new user to this site, their basic
information will be entered into screen

loaduar.pre

Stored Procedure populates
USER_ACCESS_REQUEST
based on ACCESS_CONTROL
and APPLICATION_ROLES

10.1 (Access_control Data Manager
screen) and loaduar.prc will be executed
from 10.1. If this is a current user they will
go to screen 10.16.5 (accreqst.fmb) and
select the NEW REQUEST SEQ button

revoked. When they have

completed their request they mark
the sequence as COMPLETE. )
, 10.16.5

=5

Appropriate person at the site
reviews the Completed request
using screen 10.16.5 and either

1 P

User is notified by e-mail that
the request has been
REJECTED. User can then
modify the request to satisfy the
concerns of the approver.

NO

User notified by email that the request
was refused. User can modify request
to satisfy the concerns of the applier.

"-m..____________—___________...-"'

USER_ACCESS_REQUEST

USER_ACCESS_REQUEST_DETAIL

which will execute loaduar.prc.

User now has a new Access Request
Sequence, which will contain both their
current indicators from

ACCESS CONTROL and their current
roles from the APPLICATION_ROLES
tables.

User now selects the indicators and roles
they are requesting or selects the
indicators and roles they wish to have

marks the request as APPROVED or
REJECTED. Remarks are optional when
APPROVED but are REQUIRED if the request
is REJECTED.

Requestor is notified by e-mail that their
request has been approved.

Requestor is notified by e-mail that
the request has been applied.
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